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Domain Generation Algorithm
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Routinely calculate the domain
to use for C2 communication



Creative Seeds

m US dollar to Japanese yen exchange rate
m Top hashtag on Twitter
m Temperature in Rio de Janeiro




Why?

m Diversion

< Overload blue teamers with domains to block
m Hide from static analysis

< (Cantjust run ‘strings” and find the C2 domain




Conficker

Conficker.a & Conficker.b

m Computer worm in 2008 Response
< Spread via MS08-67

m 250 domains a day m Registrars blocked registration of possible
< 5TLDs domains

Conficker.c
m 50,000 domains a day
< 110 TLDs

< Shortened to 4-9 characters to avoid
heuristics

< Could collide with legit domains
causing a DDOS

m Attempt to contact 500 domains a day




Defense

Network Intrusion Prevention - Detect C2 signatures
DNS Sinkhole - Respond NXDomain all possible domains
Threat Intelligence - Block newly registered domains

Machine Learning - N-grams, linguistics, probability?77?
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GameOver

Domain v

Domain info:

Domain: thisthousand.ru.,1

Cluster 4 +info:

TLD Dist: ru.:71

Max Core Length: 21
Median Core Length: 13
Average Core Length: 14.06
Min Core Length: 8

Member Count: 71

Query Count: 12071

Client Count: 172

ISP Count: 7

Members:

alexandrinaanastasia.ru.,1
ariveloud.ru.,1
arivestock.ru.,1
bartholomewandriana.ru.,1l
bartholomewethelbert.ru.,1
beauregardandriana.ru.,1
beauregardethelbert.ru.,1
beauregardmontgomery.ru.,l
christiananormanson.ru.,1
christianasherwood.ru.,1
dreamnews.ru.,1
dreamread.ru.,l1
dilrihellakinoclov rin 1

https://blogs.akamai.com/2018/01/a-death-match-of-domain-generation-algorithms.html

T

AD/ Emerging

Cluster: 4 Query count: 4 ISP count: 2

Predicted DGA: suppobox-c
Found DGA count: 71
Query Type Dist: 1:71
NZRC Average: 0.99

NZRC Median: 1

Guess DGA: suppobox-
€:1.00000 necurs:1.00000
locky_v1:0.64789
locky:0.64789 necurs-
v2:0.63380 gameover-
p2p:0.56338
vawtrak:0.49296
proslikefan:0.49296
modpack:0.43662
nymaim:0.43662
feodo:0.12676
rovnix:0.12676



https://blogs.akamai.com/2018/01/a-death-match-of-domain-generation-algorithms.html

Cluster name: gameover_p2p

Cluster ID: 14
Cluster size: 1,001 domains
Primary usage: Financial fraud

Sample cluster domain names:

ucxopzovsgifwcamsgzdhhmptljce.biz. A
2 ijmducsxfyauybmfmtwbyor.com.

R gslrcmdatmbdmwgpxgihltu.net.
dyqclknkfbebiaudmprylvgpjfixg.com.
pbkjhhwkvcifuwaeuouljythgnzfi.net.
pgiswwgswbukkfwfedcap.com.
rkmzdqamhqdlvyhinschjvoznvd.ru.
hmcghtglswdmkvgjneagakndzhxk.org.
gugqvozdhaprzpgqxlfgecydyyht.com.

S hs swgpboqgoqvgpbxoxkmbdhqrwnr.biz.
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https://blogs.akamai.com/2018/01/a-death-match-of-domain-generation-algorithms.html
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http://bit.ly/2X9RQ9U

RESOURCES

Websites

MITRE ATT&CK Technigue
Unit 42 - Threat Brief: Understanding Domain Generation Algorithms (DGA

Akamai - A Death Match of Domain Generation Algorithms
SRl International - An Analysis of Conficker

PDFs

m (Cybereason Lab Analysis - Dissecting Domain Generation Algorithms, Eight Real World DGA Variants
m DGASs in the Hands of Cyber-Criminals - Examining The State of The Art [n Malware Evasion Technigues

Twitter Accounts

m @DGAFeedAlerts



https://attack.mitre.org/techniques/T1483/
https://unit42.paloaltonetworks.com/threat-brief-understanding-domain-generation-algorithms-dga/
https://blogs.akamai.com/2018/01/a-death-match-of-domain-generation-algorithms.html
https://web.archive.org/web/20090214153502/http://mtc.sri.com/Conficker/
http://go.cybereason.com/rs/996-YZT-709/images/Cybereason-Lab-Analysis-Dissecting-DGAs-Eight-Real-World-DGA-Variants.pdf
https://web.archive.org/web/20160403200600/https://www.damballa.com/downloads/r_pubs/WP_DGAs-in-the-Hands-of-Cyber-Criminals.pdf
https://twitter.com/DGAFeedAlerts

